HNuadopmanmnoHHaA MaMATKA AJIS O0yJaIOIIHXCSA /i1 pasMeleHusA
Ha opunuaabHbix UHTEpHET-pecypcax

C KaXKIbIM TOZIOM MOJIO/IEXKU B MHTEPHETE CTAHOBUTHCS OOJIbIIIE, a IITKOJIBHUKHU OJTHU U3
caMbIX aKTUBHBIX IT0JIb30BaTesiell PyHera. Mexy TeM, IOMHMO OTPOMHOTO KOJIMYECTBa
BO3MOJKHOCTEH, MHTEPDHET HeceT W Ipo0sieMbl. JTa IMaMsATKa J0JDKHA IOMOYb Tebe
0e30IMacHO HAaXOAUTHCA B CETH.

KomnbroTepHble BUPYCHI

KoMmmplOTepHBIF  BUpYyC - 5TO Pa3HOBUHOCTh KOMITBIOTEPHBIX IPOTPAMM,
OTJIMYUTETLHOU O0COOEHHOCTBI0O KOTOPOU fABJISIETCA CIOCOOHOCTh K Pa3MHOXKeHHI0. B
JIOTIOJITHEHUE K 3TOMY, BHUPYChI MOTYT TOBPEIHUTH WJIN IOJHOCTHIO YHHUYTOXKUTH BCE
daitipl ¥ AaHHBIE, MOAKOHTPOJIBHBIE IIOJH30BATEN0, OT HMMEHU KOTOpPOro ObLia
3amylieHa 3apak€HHas IIPOrpaMMa, a TakKKe IOBPEAUTh WM JaKe YHUUTOXKHUTD
OIIEPAlIIOHHYI0 CHUCTEMY CO BceMHU (aijlaMu B I[eJIOM. B OGOJIBIIMHCTBE CIIydaeB
PaCIpOCTPAHSIOTCS BUPYCHI Uepe3 HHTEPHET.

MeTopp! 3alIUThI OT BPEAOHOCHBIX IIPOTPaMM:

1. Mcnionp3yil coBpeMeHHBIE OIlepalliOHHBbIE CUCTEMbI, UMEIOIINE CEPhE3HBIN YPOBEHD
3aIUTHI OT BPELOHOCHBIX ITPOTrPaMM;

2. [TocTogHHO ycraHaBauBail mavTH (IuU@pPOBBIE 3aIUIATKH, KOTOPhIE aBTOMATHUYECKH
YCTAaHABJIMBAIOTCA C II€JIBI0 JIOPAaOTKH MPOrpaMMbl) M Jpyrue OOHOBJIEHUS CBOEU
omnepanuoHHOU cucteMbl. CKauynBal UX TOJBKO € OUIIMATIBLHOTO caiiTa pa3paboTymka
OC. Ecu cyiiecTByeT peskKUM aBTOMATHYECKOTO OOHOBJIEHU S, BKJIIOYH €T0;

3. Paboraii Ha cBOEM KOMIIBIOTEPE IO/ ITPaBaMHU I0JIb30BATEJIs, & HE A/IMUHICTPATOPA.
ITO He MO3BOJIUT OOJIBIINHCTBY BPEIOHOCHBIX MIPOrPaMM HHCTAJJIMPOBATHCS HA TBOEM
IIEPCOHATLHOM KOMIIBIOTEPE;

4. lcnonb3y¥#t aHTUBUPYCHBIE TPOTPAMMHBIE ITPOIYKTHI N3BECTHBIX TPOU3BOTUTEJIEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpanuub pu3NIeCcKul JOCTyI K KOMIIBIOTEPY /IJIs1 IOCTOPOHHUX JIUII;

6. Vcniosip3yii BHeNIHKE HOCUTeIU NHOpMAaLY, Takue Kak dienka, JUCcK win daii us
WHTEpHEeTA, TOJbKO 13 PO epeHHbIX NCTOYHUKOB;

7. He oTKpbIBall KOMHbIOTepHBIE (alIbl, OJIyYeHHbIE U3 HEHAJEKHBIX NCTOUHUKOB.
Haxxe Te (ailyibl, KOTOpPbIe MPUC/IAT TBOU 3HAKOMBIH. Jlydllle yTOUHU Yy HETO, OTIIPABJIAI
JIu OH Tebe ux.

Ceru WI-FI

Wi-Fi - 3T0 He BUJI Iepeiadyul TAHHBIX, HE TEXHOJIOTHS, a BCETO JIUIITL OpeH/], Mapka. Eie
B 1991 Trofy HuUJepJaHjcKasd KoMIaHus 3aperucrpupoBasia 6penz; « WECA», dro
oboszHauaso cimoBocouetanue «Wireless Fidelity», koropslii mnepeBomuTCa Kak
«becrpoBOHAS TOYHOCTD».

Jlo Hamiero BpeMeHM /iolIa Jipyrass abOpeBuaTypa, KOTOpas SBJSETCA TaKOM ke
TexHoJsiorueil. 9to abbpeBuarypa «Wi-Fi». Takoe HazBaHHe OBLUIO JJaHO ¢ HAMEKOM Ha
CTaHAApT BBICIINK 3ByKOBOU TexHuUKU Hi-Fi, 4To B mepeBojie 03HAYaeT «BBICOKAS
TOYHOCTB».



Jla, GecriaTHBI UHTEPHET-IOCTYI B Kade, OTeJISIX U a3POIOPTaX SABJAETCA OTIUYHOU
BO3MOXKHOCTBIO BBIXOZIa B UHTepHeT. HO MHOTHE BOKCHEPThl CUYUTAKT, YTO
obmeoctynubie Wi-Fi cetn He sABIAIOTCA 6€30MaCHBIMU.

CoBetbl 110 6e3011acCHOCTH paboTe B 0OIIEAOCTYITHBIX ceTsax Wi-fi:

1. He mepenaBaii cBowo JMUHYH HWHMoOpManuio depe3 obmenoctymable Wi-Fi ceTtu.
PaboTasi B HUX, 7KeJIaTeJIbHO He BBOJIUTH MAPOJIU J0CTYIIa, JIOTHHBI U KaKHe-TO HOMepa;

2. Mcnosip3yit 1 0OOHOBJISI aHTUBUPYCHBIE IIPOrPaMMbI B Opanamayep. Tem caMbIM ThI
obe3ormacuiib cebsi OT 3aKauyK{ BHPYyca Ha TBOE YCTPOUCTBO;

3. IIpu wmcnonb3oBanuu Wi-Fi otxmoun ¢QyHKmuo «OOmui AocTyll K daiiaM u
npuHTepam». JlaHHasg QYHKIUS 3aKpbITa [0 YMOJIYAHUIO, OJIHAKO HEKOTOpbIE
II0JIb30BaTEIN AKTUBUPYIOT €€ /J1s y/I00CTBa MCIIOIb30BaHUA B paboTe Wwin yueoe;

4. He ucnonp3yit mybosmunsiii WI-FI 11 mepemaun JIMYHBIX JaHHBIX, HAIIPUMED JJIA
BBIXO/Ia B COIMAJIbHBIE CETU WJIN B 3JIEKTPOHHYIO IIOYTY;

5. Wnosnp3yi TosbKO 3ainuiiieHHoe coenuHeHue dyepe3 HTTPS, a we HTTP, T.e. npu
Habope BebO-aapeca BBOAU UMeHHO «https://»;

6. B wmoOwibHOM Tenepore oTkiroun Gyaknuio «Iloxkmouenne k  Wi-Fi
aBroMarnuecku». He mormyckall aBTOMaTUYECKOTO HOJIKIIOUEHHS YCTPONCTBA K CETAM
Wi-Fi Ge3 TBoero coryacus.

ConuajibHbIE CETH

CormuasibHbIE CETH AKTUBHO BXOZAT B HAIILY >KU3Hb, MHOTHE JIIOIU pab0TAIOT U JKUBYT TaM
MOCTOSTHHO, a B Facebook yske 3aperucrprupoBaH MUJLIHAD]] YEJIOBEK, UTO SIBJISETCS
OJIHOH CeIbMOM BCEX »KHUTeJieH ITaHeThl. MHOrme II0J1hb30BaTeI He MOHHMAIOT, YTO
uHopManus, pas3MellleHHas UMH B COIMAJIbHBIX CETAX, MOMKET OBITh HalJleHa U
HCIIOJIb30BaHa KEM YTOTHO, B TOM YHCJIE HE 00s3aTeIbHO ¢ OJTaruMU HaMePEHHUSIMH.

OCHOBHBIE COBETHI 10 O€30ITaCHOCTH B COIIMAJIbHBIX CETAX:

1. OrpaHuYb CHUCOK Jipy3edl. Y TeOs B APy3bsX He JOJDKHO OBITh CIyYaHHBIX U
HE3HAKOMBIX JIIOJEH;

2. 3amuiai cBOI YacTHYIO ku3Hb. He ykaswpiBail maposu, TeaedoHBI, aapeca, AaTy
TBOErO POXKJEHUS U [APYIyl0 JWUYHYyl0 UHoOpManuo. 3JIOyMBIIUJIEHHUKA MOTYT
HCHOJIb30BaTh Ja)ke HWHQOpPMAIUI0 O TOM, KaK Thl U TBOW POJAUTENH IJIAHUPYETe
MPOBECTU KAHUKYJIBI;

3. 3amuImiai CBOI0 PeIyTaIuio - IEPKU €€ B UUCTOTE U 33/laBaii cebe BOMPOC: XOTeJl ObI
TBI, YTOOBI APYTHE M0JIH30BATEN BUEJIH, UTO ThI 3arpyKaemis? [Togymaii, mpex/ie uem
YTO-TO OIYOJIMKOBATh, HAIIUCATH U 3aTPy3UTh;

4. Ecoix ThI TOBOPHUIIIB C JIFOABMU, KOTOPBIX He 3HAEIb, HE HCII0JIb3YU CBOE PeaJIbHOE UM
U IPYTYIO JIUUHYI0 MHOPMAIINHU: UMsI, MECTO KUTEJIHLCTBA, MECTO yUebbl U IIpoyYee;

5. M36eraii pasmemenus ¢gororpaduii B IHTEpHETE, T/ie Tl N300pakeH Ha MECTHOCTH,
10 KOTOPOU MOKHO OIIPEJIEIUTh TBOE MECTOIO0JIOKEHUE;

6. ITpu perucrpamnuu B COIMAIBHON CeTH HEOOXOUMO HCII0JIb30BaTh CJI0KHBIE ITaPOJIH,
cocTosiye U3 OyKB U UGP U ¢ KOJIMYECTBOM 3HAKOB He MeHee 8;



7. 711 coruasibHOM CETH, IMOUTHI U JIDYTHUX CAUTOB HEOOXOIMMO HCIIOJIb30BaTh Pa3HbIe
maposiu. Torga ecyim Tebs B3JIOMAOT, TO 3JI0YMBINJIEHHUKH TOJIYYaT JIOCTYT TOJIBKO K
OTHOMY MECTY, a HE BO BCe Cpasy.

DJIeKTPOHHBIE J€HbIU

OIeKTPOHHBIE JIEHBI'H — 3TO OYEeHb yOOHBINM cHoco0 IIaTe:kel, OJHAKO CYyIIEeCTBYIOT
MOITIIEHHUKH, KOTOPBIE XOTAT OJIyYUTh 3TH JEHBTH.

SJ'IGKTpOHHbIe A€HbI'l IIOABUJIMCb COBCEM HE€JAaBHO M MMEHHO H3-3d 3TOI'O BO MHOTHX
TOCyaapCTBax A0 CHUX IIOP HE IIPOITMCAHO IIPO HUX B 3aKOHAX.

B Poccun ke oHu GYHKIIMOHHUPYIOT U O HUX YK€ IIPOIIMCAHO B 3aKOHE, I X Pa3Ae/IaioT
Ha HECKOJIBKO BH0OB - aHOHUMHBIE U He aHOHUMHBIE. Pa3HUIIa B TOM, YTO aHOHUMHBIE -
9TO Te, B KOTOPBIX paspelraeTcsi IPOBOJUTH oOlepanuu 0e3 uaAeHTUGUKAIUH
I0JIb30BaTe/IA, a B HEAHOHUMHBIX WAEHTU(GUKAIMN II0Jb30BaTessd  SIBJIAETCS
00s13aTeIbHOM.

Takoke ciefyeT pasjinyarh 3JeKTPOHHBIE (pUaTHbBIE JIEHBI'M (PaBHBI TOCY/IAPCTBEHHBIM
BaJIIOTaM) U 5JIEKTPOHHBIE HepUaTHBIE IeHbIU (He paBHBI TOCYIaPCTBEHHBIM BaJIIOTaM).

OCHOBHBIE COBETHI 110 O€30MacHON paboTe ¢ 3JIEKTPOHHBIMH JIEeHbIaMH:

1. [IpuBsku K cuery MOOWIBHBIN TesieOoH. DTO caMblil yZOOHBIA M OBICTPBIN CIIOCOO
BOCCTAHOBUTH JIOCTYII K cueTy. [IpuBs3aHHbIN TesiehOH TOMOKET, eC/TU 3a0yAeIb CBON
IJIaTEXHBIN TapOJIb UJIN 3aUi/ielllb Ha CAaWT ¢ HE3HAKOMOTO YCTPOUCTBA;

2. Vcnionb3yii omHOpa3oBble maposin. [Tocse nepexoia Ha yCHUIJIEHHYIO aBTOPU3AIIUIO Tehe
y>Ke He OyZleT yrposKaTh OIaCHOCTh KPaXKU WJTH IepexBaTa IJIaTeKHOTO apoJis;

3. Beibepu cioxHBIA maposib. IlpecTymHuUKam OyZeT He MPOCTO YraZaTh CJIOXKHBIHN
naposib. HazesxHble maposiu — 3TO IapoJId, KOTOpbIe COZepsKaT He MeHee 8 3HAKOB U
BKJIIOYAIOT B ce0sI CTPOUHBIE U TPOTIHCHBIE OYKBBI, TGPl K HECKOJIHBKO CUMBOJIOB, TAKHE
KaK 3HAaK JloJ1apa, PyHTa, BOCKJINIATEbHBIN 3HAK U T.N. Hanpumep, StROng!;;

4. He BBOAY cBOU JINUHBIE TaHHBIE HA CAaliTaX, KOTOPHIM He JJ0Bepsellb.
AJIeKTPOHHAA IIOHTA

AJIEKTPOHHAA [10YTa — 3TO TEXHOJIOTUA U NIPEeJ0CTaBJIsAeMble €10 YCJIYTU 10 IEPeChlIKe U
MOJIyYEHUIO 3JIEKTPOHHBIX COOOIIEHUM, KOTOPBIE PACIPENEIIAIOTCS B KOMIBIOTEPHOMN
cetu. OOBIUHO 5JIEKTPOHHBIA TIOYTOBBIM AWK BBIVIAAUT CJIEAYIOIUM 00pa3oM:
HUMs_I0JIb30BATEA@UMA_/J0MeHa. Takke KpoMe nepeZlayy MPOCTOro TEKCTa, UMeeTCs
BO3MOXKHOCTB Ilepe/IaBaTh (pauibl.

OcHOBHBIE COBETHI IT0 O€30TaCHON PaboTe C 3JIEKTPOHHOU MOYTOM:

1. Hazo BbIOpaTh mpaBUIbHBIA IOUYTOBBIN cepBuc. B NHTEpHETE eCTh OTPOMHBIN BHIOOD
OecryIaTHBIX MOYTOBBIX CEPBHCOB, OJIHAKO JIYYIIE JIOBEPATHh T€M, KOTO 3HAEINIb U KTO
IePBbII B DEUTHHTE;

2. He yka3pIBail B JIMYHOU mouTe JINYHYIO HHpopMarumo. Hanmpumep, jrydiie BRIOpATh
«My3bIKaJIbHBIN__(haHAT@ » UJIIH «POK2013» BMeCTO «TeMal3»;

3. Mcrosp3yH IByXaTAITHYI0 aBTOPU3AINI0. DTO KOT/la IOMHMO IapoJisi Hy>KHO BBOJUTH
KO/I, TpuchLIaeMbli 110 SMS;



4. Bpibepu CJIOKHBIN Taposib. JIJIsi KaKOTO ITOYTOBOTO SIIIHKA JOJDKEH OBITh CBOU
Ha/IEeKHBIH, YCTOMYUBBIN K B3JIOMY IApOJIb;

5. Ecsii ecTh BOBMOKHOCTHh HAIIMCATh CAMOMY CBOM JIMYHBIM BOIPOC, HUCIIOJIB3YH 3TY
BO3MO>KHOCTb;

6. Vcrosnb3yil HECKOJIBKO IOYTOBBIX ANUKOB. llepBbIM /11 4acTHOU MEPEeNuCcKH C
azpecaTaMu, KOTOPBIM ThI IOBEPSEIIb. DTO BJIEKTPOHHBIN aJipec He HAJ[0 UCII0JIb30BaTh
IIpU perucrpanuu Ha Gpopymax U cauTax;

7. He oTkpBIBali hatiyIbl ¥ IPYTHE BJIOKEHUS B IUChMAaX JIaYKe €CJTM OHU ITPUIILTH OT TBOUX
npy3sei. JIydiie yTOUHU y HUX, OTIIPABJISJIN JIU OHU Tebe 5TH DauIbl;

8. [Tocsie okoHUAHUS PAOOTHI HA IOUTOBOM CEPBUCE MTEPE] 3aKPHITHEM BKJIAJIKU C CAUTOM
He 3a0y/b Ha>KaTb Ha « BEIATH ».

KubepOy UTHHT WU BUPTYaJIbHOE U3/IEBATEIHCTBO

KubepOy/utmHT — mpecijieJoBAaHUE COOOIIEHUSMHE, COJEPIKAIIUMU OCKOpOJIeHuUs,
arpeccuio, 3aIlyTUBaHHE; XYJIUTAHCTBO; COI[UAIIBHOE OONKOTHPOBAHUE C ITOMOIIBIO
Pa3IMYHBIX UHTEPHEeT-CePBUCOB.

OcHOBHBIE COBETHI 10 OOPBOE ¢ KNOEPOYJUTHHTOM:

1. He 6pocaiicst B 60#. JIy4muii crioco0: mocoBeTOBaThCA Kak ce0sI BECTH U, €CJTU HET TOTO,
K KOMY MOJKHO OOpaTHUTBhCS, TO BHadajle YCIOKOUThCA. ECJIM ThI HayHeIb OTBEYaTh
OCKOPOJIEHUSIMH Ha OCKOPOJIEHH S, TO TOJIBKO ellle OOJIbIIe Pa30skIKellb KOHDIINKT;

2. YrpasJisaii cBoel KubeppelyTaueii;

3. AHOHUMHOCTh B CE€TH MHHUMAas. CYH_ICCTBYIOT CIIOCOOBI BBIACHUTBH, KTO CTOHUT 3a
AHOHHMMHBIM aKKayHTOM;

4. He cTouT BecTH XyJIMTAaHCKUU 00pa3 BUPTYaJIbHOM KU3HU. IHTEpHET PUKCUPYET BCe
TBOU JIEUCTBUS U COXPAHAET UX. YIAJIUTD UX OyZleT KpaliHe 3aTpy/IHUTEJIHHO;

5. Cobutio/1a11 CBOI BUPTYaJIbHYIO YECTh CMOJIOAY;

6. UrHopupyii ennHUYHBIN HeraTuB. OZHOPa30BbIe OCKOPOUTETBHBIE COOOIIEHUS Iy UIIle
urHopupoBaTb. OOBIYHO arpeccus MpeKpallaeTcs Ha Ha4YaJIbHOU CTauH;

7. ban arpeccopa. B nporpammax o6MeHa MTHOBEHHBIMU COOOIIEHUSAMU, B COITUATBHBIX
CeTAX eCTh BO3MOXKHOCTh OJIOKMPOBKU OTIIPABKU COOOIIEHUH C OIIpe/leJIEeHHbBIX a/IPEeCOB;

8. Ecau Te1 cBuzerenp kubepOysutmHra. TBOM JIEHCTBUA: BBICTYIUTH IIPOTHUB
Ipecjie/ioBaTesisA, NOKa3aTh €My, 4YTO e€ro JIelCTBHUA OLIEHUBAIOTCA HeraTUBHO,
MO/IEPIKATH JKEPTBY, KOTOPOH HY’KHA IICUXOJOTUYECKAS TIOMOIIb, COOOITUTH B3POCIBIM
0 daKTe arpecCUBHOIO IMOBEJIEHU B CETU.

MobupHBIH TeedoH

CoBpemeHHble cMapT¢dOHBI U IUIAHIIETHl COJIEpKaT B cebe BIIOJIHE B3POCIBIN
¢byHKIIMOHAJ, U TEIIEPh OHU MOTYT KOHKYPHUPOBATh CO CTAallMOHAPHBIMU KOMITbIOTEPAMHU.
OnHako, CpeACTB 3aIUTHI JIJIA ITOJIOOHBIX YCTPOHCTB IMMOKa OUeHb MaJio. TecTupoBaHue 1
MOUCK YA3BUMOCTEHN B HUX IPOMCXOIUT HE TaK MHTEHCUBHO, Kak ;i [1K, To ke camoe
KacaeTcsl 1 MOOHMJIbHBIX MPUJIOKEHH .



CoBpeMeHHbBIE MOOMJIBHBIE Opay3ephl y:Ke MPaKTUUECKU JOTHAIN HACTOJIbHbIE aHAJIOTH,
OTHAKO paciiupeHne (pyHKIHOHAIA BJeYeT 32 OO0 OOJIBIIYIO CIOKHOCTD M MEHBIITYIO
3alUIIEHHOCTb.

Jlajieko He Bce IMPOW3BOIUTEIH BBHIMTYCKAIOT OOHOBJIEHUS, 3aKPBIBAIOIIE KPUTHUECKUE
YSA3BUMOCTH JIJISI CBOUX YCTPOKCTB.

OcHOBHBIE COBETHI /11 6€301MacHOCTH MOOMJIBHOTO TesiepoHa:

1. Huuero He siBJIfeTCA IMO-HACTOSIIEMY OecIIaTHBIM. Byib ocTOpoXKeH, Belb Korjia Tebe
MpeajiaraloT OecIIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO ILJIaTHBIE
yCiIyruy;

2. Jlyma#i, mpexie uem otupaButh SMS, ¢oTo wiu Buzeo. Thl TOUHO 3HAEID, T/IE OHU
OyAyT B KOHEUHOM UTOTE?

3. Heo6xoumMo 0OHOBJIATH ONEPAIIIOHHYIO CHCTEMY TBOETO CMapTQOHa;
4. Vicnoyib3y#t aHTUBUPYCHBIE ITPOTPaMMBI JIJII MOOMJIBHBIX TeIe(POHOB;

5. He 3arpy>1<a1‘/’1 IIPUJIOKEHUA OT HEUM3BECTHOI'O KUCTOYHHKA, BEAb OHU MOTIYT COAEPXKATDH
BpE€AOHOCHOE IIpOrpaMMHO€E O6€CH€LI€HI/I€;

6. [Tocsie TOrO Kak Thl BBIMJIENIH C caliTa, I/ie BBOAWI JUYHYIO MH(pOpMaIUIO, 3al/IN B
HaCTPOUKHM Opaysepa M yjaiu cookies;

7. Ilepmoaruecku IpoBepsAl KaKue IJIaTHbIe YCIIyTU aKTUBUPOBAHBI HA TBOEM HOMEPE;

8. JlaBaii cBOM HOMep MOOMJILHOTO TejiehOHA TOJIBKO JIIOJISIM, KOTOPBIX ThI 3HAEIIh U
KOMY JIOBEPSIEIIIb;

9. Bluetooth pmomkeH OBITH BBIKJIFOUEH, KOT/Jla Thl UM He IOJb3yelrbcs. He 3abbiBait
WHOT/IA TIPOBEPSTH 3TO.

Online urpsr

CoBpeMeHHble OHJIAUH-UTPBI - 3TO KpacOuHble, 3aXBaTbIBAIOIIUE pa3BJeYeHUs,
00'beIMHSIONINE COTHU THICSY YEJIOBEK 0 BceMy MUPY. VITPOKH HCCIEAYIOT JaHHBIA UM
MHp, 00IIaloTCA APYT C JIPYTOM, BBHINIOJIHAIOT 33J]JaHUf, CPa)KAIOTCA ¢ MOHCTPaAMHU U
MOJIyJalOT OMNBIT. 3a YJOBOJILCTBUE OHU IUIATAT: IOKYHAKT [AUCK, OIIAYUBAIOT
a0OHEMEHT WU MTPUOOPETAI0T KAKUe-TO O .

Bce atu cpezcrtBa uAyT Ha NOAJep:KaHME M pa3BUTHE UTPHI, a TaKKe Ha CcaMy
0e30MacHOCTh: COBEPIIEHCTBYIOTCA CUCTEMBI aBTOPHU3AIHH, BBIITYCKAIOTCS HOBBIE TTATUYH
(rmudpoBble 3a1UIaTKU AJ1 IPOTPaMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HOZIO6HI)IX Urpax CTOHUT OIlaCaTbCA HE€ CTOJIbBKO CBOHX COIIEPDHUKOB, CKOJIBKO KpaKu
TBOET0 I1ap0JId, Ha KOTOPOM OCHOBaHaA CUCTEMA aBTOpHU3alln OOJIBIIINHCTBA urp.

OCHOBHBI€E COBETHI 110 6HE30IIACHOCTH TBOETO UTPOBOTO AKKAYHTA:

1. Ecstu pyroii urpok BezieT cebs II0X0 WK co3/aeT Tebe HeIPUATHOCTH, 3a0JI0KUpyH
€ro B CIIMCKE UTPOKOB;

2. Tloxkasyiica aAMHUHUCTPATOpaM WrpPbl Ha IUJIOXOe IIOBEJIEHHE STOr0 UIPOKa,
>KeJIaTeJIbHO MIPUIOKUTh KaKHe-TO JI0Ka3aTeIbCTBA B BUJIE CKPUHOB,



3. He ykaspiBaii 1uuHy0 nHGOpPMAIUIO B Tpodaiisie urpsel;
4. YBaXKaul Ipyrux y4acTHUKOB II0 UTPE;

5. He ycranaBinBai HeouIiuagbHbIE TATYU U MOJIBI;

6. cnosib3yli cj10:KHBIE U PAa3HbIE TAPOJIH;

7. Jlaxke BO BpeMs WUTphl HEe CTOUT OTKJIIOYATh aHTUBUPYC. [loka ThI urpaelb, TBOU
KOMIBIOTEP MOTYT 3aPa3UTh.

QOUIIUHT WX KpaXa JIMYHBbIX JaHHbIX

OOBIYHOMI Kpaxceﬁ AC€HET U JOKYMEHTOB CE€rogHd YK€ HHKOIo H€ yAWBHIIIb, HO C
Pa3BUTHUEM I/IHTepHeT-TeXHOJIOI‘I/Iﬁ SJIOYMBIIIIVIEHHUKH IIEPEMECTUJINCh B UHTEPHET, U
IIPOAOJIZKAIOT 3aHUMATbCA «JIFOOUMBIM » A€JIOM.

Tak mosiBUIaCh HOBasl yrpo3a: HHTEPHET-MOIIIEHHUYECTBa WK (DUIIKHT, TJIaBHAA I[eTh
KOTOPOTO COCTOUT B TIOJyYeHWH KOHOUAEHIMAJIbHBIX JAHHBIX II0JIb30BATEJIEH —
JIOTUHOB U napoJiei. Ha anriuiickom si3bike phishing ynraercs kak ¢umwuHr (ot fishing
— pbIOHas JI0BJIsA, password — IapoJib).

OcHOBHBIE COBETHI 10 OOPBOE ¢ GUIIITHTOM:

1. Ciremn 3a CBOMM aKKayHTOM. Ecii ThI IIOJ03peBaelllb, YTO TBOsS aHKeTa ObLIa
B3JIOMaHa, TO HEOOXOAUMO 3a0JI0KMPOBATh €€ U COOOIIUTh aIMUHUCTPATOPaM pecypca
00 3TOM KaK MOKHO CKODEE;

2. Mcmosp3yii Oe30macHble BeO-CaliThl, B TOM YKCJIE, HHTEPHET-Mara3nHOB U MIOUCKOBBIX
CHCTEM;

3. Mcnosnp3yii cokHbIEe U pa3Hble mapos. Takum 06pa3oM, ecyin Tebs B3JIOMAIOT, TO
3JIOYMBINIVIEHHUKY MOJIyUYaT JIOCTYI TOJIBKO K OTHOMY TBOEMY IPO(IUIIIO B CETH, a HE KO
BCEM;

4. Ecyn Te0s1 B31OMasu, TO HeOOXOAUMO ITIPETyIIPEINTh BCEX CBOUX 3HAKOMBIX, KOTOPbIE
7100aByIeHBI y TEOS B APY3bIX, O TOM, UTO TeOsI B3JIOMAJIN M, BO3BMOKHO, OT TBOET'O HUMEHH
OyzeT pacchLIaThCs ClIaM U CChIKM Ha (DUIITMHTOBBIE CANTHI;

5. YcranoBH HaziexkHbIN n1aposib (PIN) Ha MOOMIIBHBIN TetedOH;
6. OTKII0YU cOXpaHEeHUe MapoJis B Opaysepe;

7. He oTKpBIBail paiiyiel ¥ Apyrue BIOKEHUS B TUChbMAaX JlaXke eCId OHU IIPUIILIN OT TBOUX
npy3ei. JIydiile yTOYHH y HUX, OTIIPABJISJIN JIM OHU Tebe 3TU Daiibl.

[Mudposas penyranus

[{udpoBas pernyranus - 3TO HETATUBHAs WIN MO3UTUBHAs WHGOPMAIUs B CETU O Tebe.
Kommpomerupyromiasa uHdopmanus pasMellleHHass B WHTEPHETe MOXKET CEPhe3HBIM
00pa3oM OTpPa3UTHCS Ha TBOEHW peasibHOU Ku3HU. «I[mdpoBas pemyranusa» - 3TO TBOU
UMUK, KOTOPBIU (popmupyeTtcs u3 nHdopMmanuu o Tebe B UHTEPHETE.

TBOe MeCTO KUTeIbCTBA, yueObl, TBOe (PUHAHCOBOE N10JI03KeHNe, 0COOEHHOCTH XapaKTepa
U pacckasbl 0 OJIN3KUX - BCE 5TO HAKAIJIUBAETCA B CETU.



MHorue moAPOCTKHU JIETKOMBICJIEHHO OTHOCATCSA K ITyOJIMKAI[UK JINYHOU HHGOPMAIIUH B
HHTEepHEeTe, HE TIOHUMAasA BO3MOXKHBIX MTOCTAeACTBUN. ThI Taske He CMOXKEIb I0TafaThCsl
o ToM, uTo ororpadusi, pazMelleHHas 5 JIeT Ha3ajl, CTajia MIPUUYNHON OTKa3a IPUHSATh
Tebs1 Ha paboTy.

KomMmeHnTapuu, pasmelneHue TBoux ¢ortorpaduili u Apyrue JIeHCTBUSA MOTYT He
HCYE3HYTh JIaXKe IOCJIe TOTO, KaK Thl UX YAAIUIIb. Thl HE 3Haellb, KTO COXPAHWI 3Ty
nHGOPMAINIO, IT0I1aJIa JIU OHA B IIOMCKOBBIE CUCTEMBI U COXPAHUJIACH JI OHA, a TJIAaBHOE:
YTO MOAYMAIOT O Tebe OKpy:Kalolllee JIIOJIN, KOTOpble HAWAyT U YBUAAT 3T0. Haiitu
“HGOpPMALIO0 MHOTO JIET CIIyCTA CMOKET JII000# - KaK U3 J00PBIX MOOYK/IEHUH, TaK U C
HaMepeHUEeM IPUYUHUTH BpPeJ. ITO MOKET OBITh KTO YTOZHO.

OCHOBHBI€E COBETHI 110 3alUTE U(PPOBOY PEIyTAIUH:

1. ITogymaii, mpek/ie 4eM 4YTO-TO IIyOJIMKOBAaTh W Ilepe/ilaBaTh y ceOs B OJiore wid B
COIIMAJIBHOM CETH;

2. B HacTpoiikax mpoduis yCTAaHOBU OTPAaHUYEHHSA Ha IIPOCMOTP TBOETO MPOMUIIA U €TI0
COJIEP?KUMOTO, C/IeJIal €T0 TOJIBKO «JJISA IPy3€ei»;

3. He pasmernaii 1 He yKasbiBail HHGOPMAIIHIO, KOTOPAs MOKET KOro-1ub0 0CKOPOJIATD
WJIA OOUKATD.

ABTOpCKOE IPaBO

CoBpeMeHHbIE IITKOJIBHUKU- AaKTHBHbBIE IOJIB30BaTEU IU(PPOBOTO IPOCTPAHCTBA.
OJTHAaKO JTaJIEKO HE BCe 3HAIOT, UTO MM0JIb30BAHNE MHOTUMU BO3MOXKHOCTSIMH IHU(MPOBOTO
Mupa TpebyeT coOJII0IEHUS ITPAB HA UHTEJJIEKTYAIBHYI0 COOCTBEHHOCTD.

TepMUH «UHTEJJIEKTyaIbHAsA COOCTBEHHOCTH» OTHOCHUTCS K Pa3JIUYHBIM TBOPEHUSIM
YeJIOBEYECKOTO yMa, HAYMHASA C HOBBIX H300pETEHWIl W 3HAKOB, 0003HAYAIOIIUX
COOCTBEHHOCTh HAa MPOJYKTHl U YCJIYTU , U 3aKaHUYMBasg KHUTaMmu, Qororpadusamu,
KUHOGWIbMaMU U My3bIKaJIbHBIMU IIPOU3BE/IEHUAMMU.

ABTOpCKHE TIpaBa - 5TO IpaBa Ha UHTEJUIEKTYAJIbHYIO0 COOCTBEHHOCTh HA TPOU3BEEHUS
HAYyKH, JIUTEpaTypbl U UCKycCcTBa. ABTOPCKHE IIpaBa BBICTYNAIOT B KauecTBe rapaHTUU
TOTO, YTO UHTEJIIEKTYaIbHBIN/ TBOPUECKUH TPYZ aBTOPa He OyAeT HAalpacHbIM, JaCT My
CIIpaBe/JIUBblE BO3MOXKHOCTU 3apaboTaTh Ha pe3ysbTaTaX CBOEro TPyZAa, MOJIYIUTh
M3BECTHOCTH U Tpu3HaHue. HuKkTo 6e3 paspeleHus aBTOPa HE MOKET BOCIIPOU3BOAUTD
€ro TPOU3BENEHUEe, PACIPOCTPAHAThH, IyOJIMYHO JAEMOHCTPUPOBAaTh, IPOAABATH,
HMIIOPTHUPOBATh, MyCKaTh B IPOKAT, IyOJIMYHO UCIIOJIHATH, IOKA3bIBATh/UCIIOJIHATH B
a¢upe nim pa3memiaTts B IHTEpHEeTE.

Vcmosb30BaHUE «IIHUPATCKOTO» IMPOrPAMMHOTO o0ecredeHusl MOXKeT IPUBECTH K
MHOTHM pHCKaM: OT IOTE€PU JAHHBIX K TBOUM aKKayHTaM [0 OJIOKUPOBKU TBOETO
YCTPOMCTBA, I7le YCTAHOBJIEHHBIN He JierayibHasA mporpamMma. He cTouTt Takske 3a0bIBaTh,
YTO CYIIIECTBYET JIETAIbHbBIE U OeCIIaTHBIE IPOTrPAaMMBbl, KOTOPbIE MOKHO HAWTH B CETH.

O noprane

CeTeBUYOK.p - TBOU TIJIaBHBIM COBETYHK B CeTU. 37eCh Thl MOXKEIIb Y3HATh O
0e30MacHOCTH B CETH IIOHATHBIM M JIOCTYIIHBIM SI3BIKOM, a NPH BO3HUKHOBEHHUU
KPUTUYECKOU CUTYallu OOPaTUTHCA 3a COBETOM. A TaKyKe IPUHATH yUacTHe B KOHKypcax
U CTaTh CaMbIM ITUDPOBHIM I'PAKAAHUHOM !



